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ABSTRACT

The security of information is a key problem for functioning of the contemporary corporative information systems. Based on development of the Internet and electronic commerce a lot of firms offer high-technological software and technical solutions for security. The questions of computer security become more and more important due to development of the information interactions and increasing numbers of attacks against computer systems. The paper discusses the basic elements of the information security and the main features of the e-business. The author considers the components of the e-commerce model and interaction between them and analyzes the security policy principles and solutions. The economics aspects of the protection of information are considered and some useful references and approaches are proposed as results of “best practice”.
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INTRODUCTION
Contemporary corporative information systems based on development of the communication and information systems define the importance of security of information as a key problem for their functioning. Historically, definition for “information security” contents combination of “computer security” (COMPUSEC) and “communication security” (COMSEC)..

Based on development of the Internet and electronic commerce a lot of firms offer high-technological software and technical solutions for security. Now, using the conventional devices, it is possible to be developed a policy for security of information against powerful adversaries. 


Every firm, using Internet, have to take care about possible consequences in the filed of security and have to answer the following questions:

· Is it possible the internal systems to be destroyed by hackers?

· Is it possible the important information transmitting by Internet to be changed or compromised? 

· Is it possible the work of the firm could be compromised?


The questions of computer security become more and more important due to development of the information interactions and increasing numbers of attacks against computer systems.

MATERIALS AND METHODS
For correct understanding of basic requirements of the security system some basic concepts are necessary to be present (1). Information security has to ensure: secret, wholeness and availability. 

A secret is when one protected computer system does not allow the user who has not got an authentication
 for the information and authorization to succeed to get it. 

Wholeness is a characteristic of a computer system which guarantees support of totality of the saved information.

Availability is a characteristic of a computer system which guarantees presence of the information needed for users. Availability means that the hardware and software of the computer system could be quickly and fully restored when the system is destroyed by a natural calamity.

They are three key concepts which are used during discussions about computer security, vulnerability, threat and reaction.

Vulnerability is the point where a particular system is accessible to attack. Every computer system is vulnerable to attack. Policy of security and concrete products are able to decrease the probability a particular attack to be successful in breaking the protection of the system if the goal of protection is to push the hacker to use so much time and resources so that the action of attack will be ineffective. A basic principle is that there is not a fully secure system.

There are some kinds of vulnerabilities against attacks according the weak places of the system. For example: physical, natural, hardware and software, peripheral, during emissions, communications, humanities and exploitations.

The threat is possible danger of the system. It could be a person (hacker or spy men); an object (faulty parts of the equipments) or an event (a fire or flood). The threats have three main categories: natural, accidental and intentional.

The outside ill-wishers are divided in some categories:

· a foreign secret service men – they are not everywhere but they exist;

· terrorists – the computer viruses are their real presence;

· criminals – a computer crimes are invisible in comparison with many others types of crimes;

·  corporative offenders – corporative records, memories, and informal messages sometimes are more vulnerable for attacks of the  competitors;

· destroyers – when people talk about destroyers and hackers, they mean ill-wishers who are interested in the challenges of destruction more than results; 

Reaction against a threat is defined as a technique for protection of the computer system. There are many types of reaction dependence of the vulnerabilities and threats. Reactions could be defined as: computer, communicational and physical security.

RESULTS AND DISCUSSION
The main elements of the business in the Internet are based of the four-layer model which is presented by Cisco Systems, Inc
. It contains:

An infrastructural layer for the commercial and service’s firms:

· Suppliers of the Internet  Backbone Networks;

· Suppliers of the Internet;

· Firms for a hardware in the filed of networks;

· Firms in the filed of security;

· Production firms of the optical cables; 

A layer of software based on the Internet. It is used by the firms developed and realized a model of a business processes in the Internet:

· Internet consultants;

· Developers of the e-commerce’s software using Internet;

· Developers of the multimedia software;

· Developers of the WEB sites;

· Developers of the software for search engines;

· Online education;

· Developers of the WEB-based databases.

A layer of mediators in the Internet who increase the effectiveness of the electronic markets as they supply interactive connections between sellers and buyers in the Internet:

· Online travel agencies;

· Online brokers;

· Search engines and portals;

· Brokers of the online advertisements;

· E-banks

A layer of an e-commerce – they include sales of goods and services for end-consumers or business users through the Internet:

· E-sellers;

· Online selling producers of computer equipments;

· The firms for a online catalogue commerce;

· The fly tickets sellers;

· The firms for online entertainments; 

Many relationships arise between the firms of the model (2), (fig 1):

· Business-to-Business, B2B – appears when a proper supplier delivers goods and services to the other business directly;

· Business-to-Consumer, B2C – these are the common relationships between a client and seller;

· Consumer-to-Consumer, C2C – these are quality new relationships, which do not be seen in a regular business. They are important only for a business through the Internet and they arise when the two business partners have not relationships with a proper commercial firm but they decide to make transaction of goods and services for money or for other profits. The places, where these kinds of relationships are possible, are WEB sites of brokers or special auctions;

· Business-to-Administration, B2A – these are transactions between firms and the government. For example - the government’s orders are published on the Internet and firms could reply through the Internet (3); 

Consumer-to- Administration, C2A – these are the services, which e-government ensure.


Fugure 1.

The model gives the opportunities to be analyzed the process how the firms entering in the business and using Internet are specialized and what is the impact of the every layer on development of the business.

Analyzers of the Internet-commerce consider that the number of the commerce’s transactions through the network will increase with enviable rates during the next years. 

Whatever is the attitude of the technological company’s managers toward this kind of business all of them prepare themselves to be ready to use this kind of market because it supplies unlimited possibilities? Globally, this business practice opens a huge amount of possibilities as for simple suppliers and small companies as for big multinational companies. 

The enormous interest to the firms which business is based on the Internet depends on the potential of development of the internet’s consumption. It is the beginning yet, but the distribution of this serves increases with enormous rates. This is true not only for Europe and other world but for USA too where the suppliers are about 70% from all over the world and they continue to increase (at the moment 30% of the  families and about 60% of the work places in USA use computers). According to Deloitte & Touche Company, now the Internet-traffic in the world increases twice for every 100 days and the Internet-transactions increase twice for every 12 months. 

Policy for security

There are many organizational and technical solutions for controlling the base problems of security in the Internet. They have their own price. Some solutions limit the functionality and increase the security. Others require a lot of compromises with the easiest way of using the Internet to be made. Third of them require a big amount of resources to be used as time for adoptions and support of the security and money for equipment and software as well. 

A goal of the policy for security concerning the Internet is a decision how the firm has to be secure to be taken. 

The policy has two parts – common principles and concrete rules for work. 

The common principles define an approach for the security in the Internet but the rules define what is legal and what is illegal. 

Common principles of the policy for the information security content three parts which follow:

1. A subject of the policy. The range of the field has to be defined using limits and conditions with terms understandable for everybody (or with an explanation of some  terms);

2. Description of the firm positions. It has to be described, in an easy language, what is the decision of the board of managers or board of directors – for example how the Internet could be used by employees. 

3. Applicability – where, how, when, who and for what this policy will be applied. 

Roles and responsibilities. It is defined the responsible persons from the staff and their responsibilities towards development and implementation of various aspects of the policy.

Observing of the policy. It is defined the punishments which are related to the common responsibilities of the staff.

Consultants on the security and reference books. It is necessary to have consultants for every problematic policy of the firm who can explain the rules for working using Internet or the rules for working in a concrete system.

Coordination with other problematic policies. Internet is only one of the many instruments which realize the contacts with outside information resources. The policy concerning Internet must be harmonized with policy of the relationships with the outside world. For example:

· The physical access to the territory of the firm is defined according to the risk’s analyzing. A similar logic could be applied towards electronic door – Internet. But there are important differences. While the physical treatments concern a concrete physical place than the Internet is a connection with the whole world e.g. an every firm has to have a strict policy towards the Internet.

· Communication with the media. A lot of firms give instructions to their employees how to deal with journalists or in a team work. These rules could be used for the electronic relationships.

· Electronic access. Internet is not an only global network. The organizations use the telephoned net and others global nets to connect a long distance users to their inside systems.

Using the policy in the life. The most of polices usually are defined according to the desires of the director of the firm. The policy for security will be effective if the director understand the necessary choice and has to do it independently.

To be effective a particular policy has to be visible. The clearness helps to a policy to be realized and guaranties to all employees of the firm to know and understand it. A programme for education in the field of computer security and control of the actions in various situations could give necessary information about a new policy to all users and to all new employees of the firm too. 

To be effective the policy has to be harmonized with all directives, laws in force, orders and common problems of the firm. Some examples of the policies are:

1. A free access. A decision of a firm does not limit the Internet access at all. Besides that there are many risks concerning security, this kind of decision is suitable for firm which needs clearness or there are not a permanent control of managers on the work of their subordinators. As a hole these kinds of firms have to separate more important data and use them separately. For example, some universities and colleges need this environment for education of the students (but not for their administrative systems).

2. A type of policy. Internal and external systems are separated by a firewall. Besides of all, the most part of the services through the Internet are accessible for internal users. As a rule, a gateway connected to both of networks is used like a firewall. This approach, creation of virtual private networks (VPN) or tunnels in the Internet, could be realized with cryptography.  

3. Policy of brakes of direct Internet connections. The firms which need more security than the services of the Internet could supply. The only service needed by these firms is an e-mail. Usually this kind of company has an information server in the Internet but it is not connected to the internal systems.

4. Economics aspects connected to the systems for protection of information 

One or more measures of a reaction could be used for every type of threat. There are many choices of measures for reactions so it is necessary to be used appropriate criteria which could guarantee an information defence for a certain cost. The accessible measure for reaction is when the cost of the protection is less than the probable loses. In this situation, the maximum of admissible level of risk could be defined and information will be saved. On this base has to be chosen one or more economical measures for reaction which have to decrease the whole risk so that the value of the risk to be less than the maximum level. As follows, the potential violator does not like to lose more than a profit if he succeeds. Therefore, it is necessary that the price for braking of the information’s protection to be higher than the profit expected by potential violator (4). 

Some practical references and approaches. The most developers of the computer hardware and software define every mechanism for protection as additional expenses. This approach is against of user’s desire the whole cost of the systems to be decreased. When the manager of the project takes a decision about development of protective devices it is necessary to take care about proportion between costs and appropriate level of security of information. So it is necessary that the developer has to have a formula connected necessary costs and appropriate level of security of information. When the level of security of information is defined the cost for protective devices could be calculated.

Lets we take that R is a multitude of resources {r}, M is a multitude of system’s mechanisms {m}, A is a multitude of mechanisms of an access control {a}. If we accept that U (m, r) is quantity measure for using the resources r with a mechanism m, than accumulated costs connected to the defence and an access control will be a sum of these costs. 

It the developers have these (formulas) relations he could define the various possibilities for compromises, mechanisms for defence and what kind of devises to be used. It is a fact that there is not such flexible computer architecture which could be easily changed so that the proportion between costs and level of security will be given in advance.  


There are two possible factors which determine the value of the proportion costs/level of security for mechanisms realized by appliances:

1. The mechanism for security has to be created by using certain or new technology in the limit of acceptable costs;

2. The planning of the development has to be correct. The base of this approach is a clearness of necessity of security actions.  

3. In the process of identification and access control it is necessary that the user connection is audited in “the access control system”. Usually the registration functionality is provided in the operating system and only a small amount of additional costs for programming and allocation of hardware resources for record and preservation of the registered information are required. This information could be saved in a crypted form in the journal. If there is secure storage of data, the journal may be stored on the same control system, but it is recommended that a separate system is used to monitor the actions of the access control system. Purging of journal information must be granted only to privileged users and after written authorization.


When the economic problems on the security of information are discussed, the main point is the question for costs connected to these changes which could be measured with coefficients for cryptography. These are coefficients which are defined as proportion of time for choice, cryptography and moving of data to the time needed only for choice and moving e.g. without cryptography (K=T the whole time/T without cryptography). This coefficient gives possibilities permanent costs for secure of information to be measured independently from the type of the computer.

The decision for the level of secure of information is the base for a definition of the value of information. There are many attempts to be formalized this kind of process based on the methods of the theory of information but it is a subjective process up to now.  
CONCLUSIONS

A complex system for secure of the information could be realized with an important impact of the consultants and specialists for secure of the information.

The organization of secure of the information included the following costs:

· Originally costs. They are costs needed for analyze of requirements towards the system for secure, develop the recourses and procedures, supplying with new equipment for identification, cryptography and control, including the capital investments for physical devises for protection and so on.
· Operating and exploitations costs - these are the costs connected to the support of the capacity of work for the secure devices. They include the additional costs for processing time (operational memory), for the secure software and registration journal have to be inserted, costs for additional staff and so on.

It is necessary to be mention that there are not practical methods for measuring of the level of the secure of the information. Therefore, when the secure systems are developed the main points are to define a level of security which is provided for a acceptable cost for realization of the system.
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� Authentication – this is a process of verification of the access of the partner to particular information (process) and Authorization is an action to enable the access to the particular information (process). 





� www.cisco.com
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